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Kit de concienciacion sobre ciberseguridad en las empresas
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1. Classification

Category

Mark if applies

Sector

[J Healthcare

[J General public

Other

Topics covered

&

Cybersecurity

O

Data protection

Situation type

K]

Prevention

[J Impact

(]

Impact on all other activities not involving direct patient
care.

Language of the
original materials

Dutch

English

German

O(o|jo|d

Italian

Ky

Spanish

Type of the material

K]

Guidelines or manuals

(]

Case or examples
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[J Others

2. Description

This material includes an awareness kit made up of a series of resources such as
documents, brochures, posters, presentations, etc., with advice on different cybersecurity
threats and how to act.

2.1.  Origin

The material was created by INCIBE, the Spanish “National Cibersecurity institution”. It is a
national organisation dependent on the Ministry of digital transformation and economic
issues. It is considered as the reference entity for cybersecurity development, improvement
of citizen digital trust, and academic research in that matter in Spain.

2.2.  Why is it relevant/important for ESCAPE

This material is relevant because it can be used to train the company's employees on
cybersecurity and best practices.

2.3. Lessons learned
e Introduction: The material aims to raise awareness of best practices in
cybersecurity in any field.
Target group:
Risks summary:
Neglected workstation.
Insecure passwords.
Use of personal devices (bring your own device or BYOD).
Social media.
Phishing.
o External storage devices.
e Solutions or contingency measures:
o Subscription to newsletter of INCIBE.
o Keep all systems updated on all devices.
o Sectorial training.

® Tips and tricks:
o BYOD awareness kit

o O O O
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Awareness kit for storage devices.
Social media awareness Kkit.
Workplace awareness Kit.
Phishing awareness Kkit.
Information awareness Kkit.

Mobile device awareness kit.
Password awareness Kkit.

3. Direct link to the material

https://www.incibe.es/empresas/formacion/kit-concienciacion

4. Other resources (optional)

The material includes a link to get the awareness Kkit.
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