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1. Definition

It is an organisation's ability to prepare for, respond to, and recover from
cyber threats while maintaining patient care and operational continuity. It
focuses on minimising disruptions caused by cyberattacks and ensuring the
security of sensitive datal.

This concept combines business continuity, information systems security,
and organisational resilience. It describes the ability to continue delivering
intended outcomes despite experiencing challenging cyber events2.

2. General importance

Cyber resilience is relevant across all sectors because of digital dependence.
Nowadays, governments, businesses and individuals rely on digital systems
for operations, communication, and data storage. This dependence on
technology has had numerous benefits, such as fast access to information,
improved care coordination, and resource optimisation, among others.
However, it has also increased cyber threats and attacks in scale and
sophistication, making cybersecurity prevention a high-priority matter.

Another factor that makes cyber resilience an important matter that should
be treated globally is its understanding that breaches are inevitable and it
focus on how to adapt, recover, and thrive after incidents, not just prevent
them3.

Here are some of the benefits of cyber resilience3:
e Business Continuity: Ensures critical business operations can persist
during active cyber incidents, significantly reducing operational
disruptions even when conventional defences are compromised.

e Reduced Downtime: Reduces the amount of time and resources that
would be lost during prolonged outages by allowing organisations to
quickly recover from attacks and incidents.

e Financial Protection: Reduces costs associated with system failures, data
breaches, and potential legal consequences, which typically follow
significant security incidents.

¢ Reputation management: It builds and maintains stakeholder trust by
demonstrating the organisation's dependability and capability to handle
unanticipated security challenges.

e Regulatory compliance: Guarantees that organisational practices adhere
to the most stringent laws. Cyber Resilience, which was just launched,
emphasises the increased regulatory attention being paid to this topic.

 Advantage in the marketplace: By demonstrating strong security
procedures that set the company apart from less prepared rivals, it draws
in security-conscious clients and partners. unprepared competitors.



3. Importance in health and care, and impact in quality of care

Modern healthcare relies on tightly linked systems. Due to the vast
amount of sensitive patient data it holds and the criticality of its
operations, the healthcare industry has become the prime target for
cybercriminals4.

Resilience is crucial to preventing extensive service disruption because if
one component fails, the effects could spread throughout the entire care
infrastructure. Lives may be directly endangered if vital healthcare
systems, such as electronic medical records or medical devices, are
disrupted. In order to protect patient security and privacy, cyber resilience
makes sure that patient care continues even in the face of attacks.

Furthermore, preserving the trust of partners, patients, and the general
public depends on cyber resilience. Because patient data contains

extremely sensitive information, disruptions or compromises to it can
harm healthcare organisations' reputations.

4. What can | do as a healthcare professional?

o Keep a good cyber hygiene. With measures such as using strong
passwords, enabling two-factor authentication, and keeping software
constantly updated.

e Protect patient data. By promptly reporting any suspicious activity and
carefully managing information in day-to-day tasks.

e Take partin cyber-training. By enrolling in classes that cover data breach
prevention, detection, and response techniques.

5. More information

5.1 Learning Materials

Cybersecurity for your sector (JGT-1),

Sequential videos for general topics about cybersecurity (JGT-2),

Web seminars about key aspects of cibersecurity (JGT-3),

Awareness Kit about cibersecurity in enterprises (JGT-4)

Online workshop on how to set-up our device. (JGT-5)

Cybersecurity for SMEs & self-employed (JGT-6).

Cibersecurity guide for healthcare sector (EU scope)_(JGT-7).

Cibersecurity training_from National Cryptographic Centre of Spain.

Reqguires National login (JGT-8).

e General training_(71 infopacks)_about cibersecurity descriptions.
Provided by cryptographic National centre. (JGT-10),

e An article exploring_the current state of cybersecurity in healthcare.
(1IST-36).

e An article on security strategies applicable to electronic patient records

(IST-37)
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https://docs.google.com/document/d/1mHnr9ggOSCrBJtwbAafkNpSgnL4Bqj8XOEukqAdIKWw/edit?tab=t.0
https://docs.google.com/document/d/1tAgsXuib4LM0PqqyNQNLbZAA8xk364bwPBmYpnaeww4/edit?tab=t.0
https://docs.google.com/document/d/1BEnCoYC_exifRpiRf_8Co-T8ANMbvHLaDxp--KEsYCo/edit?tab=t.0
https://docs.google.com/document/d/1p9Z9JXGvznqJujeiWVHZ2awq_A9ji_AclAZWRvoC6Ec/edit?tab=t.0
https://docs.google.com/document/d/15_35-KKdggKUtdMVWkDZXRpNUNd9fd2PYNMxbwiVuAA/edit?tab=t.0
https://docs.google.com/document/d/1t2dwvDxQVLVu_HMv2-AXxqTLm4vNwMiEvNr8YbQPYCM/edit?tab=t.0
https://docs.google.com/document/d/1HrO8hBHHsvIaHZ9OurZXvcHrkEXK8sSp/edit
https://docs.google.com/document/d/1bQgFJcQzJE6Hv8w5ZQ-W7A_JVWlUNOgW/edit?usp=drive_web&ouid=103025555428125473998&rtpof=true
https://docs.google.com/document/d/1bQgFJcQzJE6Hv8w5ZQ-W7A_JVWlUNOgW/edit?usp=drive_web&ouid=103025555428125473998&rtpof=true
https://docs.google.com/document/d/12OQ3AM5mISyQ7k5cTFOhV_LLTHv1R2j9/edit?rtpof=true&tab=t.0
https://docs.google.com/document/d/12OQ3AM5mISyQ7k5cTFOhV_LLTHv1R2j9/edit?rtpof=true&tab=t.0
https://docs.google.com/document/d/1SwqTDOTQ6MRziQQN6mJEUEsRCYnJPScW/edit
https://docs.google.com/document/d/1SwqTDOTQ6MRziQQN6mJEUEsRCYnJPScW/edit
https://docs.google.com/document/d/1aM9C4vS8mTcfajHjpCQTKj7edM0AAyj2/edit
https://docs.google.com/document/d/1aM9C4vS8mTcfajHjpCQTKj7edM0AAyj2/edit

e An infographic on security and cybersecurity devices used
in different healthcare settings. (1ST-38).

e An overview of cybersecurity in healthcare, focusing_on the
role of Al and its regulatory framework. (IST-39).

e A compendium on the processing_of patient data on online platforms.

(IST-40),

Educational project on safe and responsible digital use. (IST-41),

Regulation of cybersecurity in healthcare (BBS-23),

Cybersecurity of hospitals and healthcare providers (BBS-24).

Digital Identities - With Security in Mind (BBS-25).

Research paper on Cybersecurity and critical care staff: A mixed

methods study (PRAMMER-29),

e A Critical Review on Cybersecurity Awareness Frameworks and
Training_Models (PRAMMER-30).

e An integrated cybernetic awareness strategy to assess cybersecurity
attitudes and behaviours in school context (PRAMMER-31),

o Cyber-attacks are a permanent and substantial threat to health
systems: Education must reflect that (PRAMMER-32)

e Gamification and Serious Games for Cybersecurity Awareness and First
Responders Training: An overview (PRAMMER-33)

e A Serious Game for Healthcare Industry: Information Security
Awareness Training_Program for Hospital Universiti Kebangsaan
Malaysia (PRAMMER-34)

Trainings: A framework and case study approach (PRAMMER-35)

e This learning material highlights the growing role of media in the
healthcare and welfare sector for both professional collaboration and
client care, including attention to the consequences of media use
among vulnerable groups (FIRDA-11)

e Cybersecurity for entities (HIPAA), full pack including checklists (FIRDA-

12)

Video training for professionals and students (FIRDA-13)

Video training for professionals and students (FIRDA-14)

Digital training in cybersecurity, fun and fast questions (FIRDA-15)

free e-learning courses on cybersecurity in healthcare (FIRDA-17)

Free courses to improve digital skills for health care workers (FIRDA-18)

Online game about cybersecurity, raises awareness. (FIRDA-19)

Online lesson about cybersecurity (FIRDA-20)

Online game about phishing (FIRDA-21)

Online game about cybersecurity, for general use (FIRDA-22)

5.2 Relevant Videos

This video dives into the challenge of achieving cyber resilience in the
healthcare system by discussing how the digital health landscape is
constantly changing. It also emphasises the relevance of building strong
cybersecurity defences that are capable of adapting and recovering in real
time.

What Will it Take to Build True Cyber Resilience in Healthcare?

https://youtu.be/BNsD1jKZ8Es?si=wcFCbn65VHv3alzH
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https://docs.google.com/document/d/1z9JEAaM_k0Ci1Lif1uIXr4kvsbbloe80/edit
https://docs.google.com/document/d/1z9JEAaM_k0Ci1Lif1uIXr4kvsbbloe80/edit
https://docs.google.com/document/d/1ezPoMBS6XXsNLct_EYV8iMpWNLgRw4Fe/edit
https://docs.google.com/document/d/1ezPoMBS6XXsNLct_EYV8iMpWNLgRw4Fe/edit
https://docs.google.com/document/d/1YLtXP2R-NeAUniYK2EToJTbllnFFle7B/edit
https://docs.google.com/document/d/1YLtXP2R-NeAUniYK2EToJTbllnFFle7B/edit
https://docs.google.com/document/d/1z_sA0Yg1q7VXYlDF4YQ_hz0s0yPkbDrw/edit
https://docs.google.com/document/d/1s14mUrxED-9AO2HjQGs3IBKKgcCtNysV/edit
https://docs.google.com/document/d/1uq9PdPwjh9UQNhImvqVqqsa40TBpoKVy/edit
https://docs.google.com/document/d/1IKmEKMz9qPEUdCUOxpy5oWntpfdiNz7w/edit
https://docs.google.com/document/d/1F883WcVCXBCmBMP6lrxAq6oFMR2Wxbrea_ZdtcHlkxE/edit?tab=t.0
https://docs.google.com/document/d/1F883WcVCXBCmBMP6lrxAq6oFMR2Wxbrea_ZdtcHlkxE/edit?tab=t.0
https://docs.google.com/document/d/1ocu3UaF4QnckXdA6iWxhCqNhifzbTo-ie_XpwKHVDzs/edit?tab=t.0
https://docs.google.com/document/d/1ocu3UaF4QnckXdA6iWxhCqNhifzbTo-ie_XpwKHVDzs/edit?tab=t.0
https://docs.google.com/document/d/1frZ00g-g3Cc8mZ_A_JK2IqRXym58mxSwpmxq9ay4qoA/edit?tab=t.0
https://docs.google.com/document/d/1frZ00g-g3Cc8mZ_A_JK2IqRXym58mxSwpmxq9ay4qoA/edit?tab=t.0
https://docs.google.com/document/d/1uCFDLC7wHjlGUaPcKTSk_yc18taFpU6KG1OzF52Repk/edit?tab=t.0
https://docs.google.com/document/d/1uCFDLC7wHjlGUaPcKTSk_yc18taFpU6KG1OzF52Repk/edit?tab=t.0
https://docs.google.com/document/d/1xH9zBVPZ5urcRd782yVDzig4V3w2Sjq85xXGjmy5Ykk/edit?tab=t.0
https://docs.google.com/document/d/1xH9zBVPZ5urcRd782yVDzig4V3w2Sjq85xXGjmy5Ykk/edit?tab=t.0
https://docs.google.com/document/d/1F7jOY_6oCz2p8noxGZrZuUNTMfzjLU3Mk-33aic5eRs/edit?tab=t.0
https://docs.google.com/document/d/1F7jOY_6oCz2p8noxGZrZuUNTMfzjLU3Mk-33aic5eRs/edit?tab=t.0
https://docs.google.com/document/d/1F7jOY_6oCz2p8noxGZrZuUNTMfzjLU3Mk-33aic5eRs/edit?tab=t.0
https://docs.google.com/document/d/1VkR_HVIx8G4gK_a-dhde5HCgYO40SSINNF1UP9iezhc/edit?tab=t.0
https://docs.google.com/document/d/1VkR_HVIx8G4gK_a-dhde5HCgYO40SSINNF1UP9iezhc/edit?tab=t.0
https://youtu.be/BNsD1jKZ8Es?si=wcFCbn65VHv3aLzH

The next video focuses on how to build cyber resilience in
healthcare. It offers practical advice for integrating and
strengthening data security across clinical systems within a
rapidly evolving digital health landscape. Their proposal is to
incorporate security measures into healthcare operations to
ensure that systems remain resilient to constant threats.

How to Build Cyber Resilience in Healthcare | HealthSec 2025 Keynote

https://youtu.be/U7LIBdQi78k?si=akhDfOr3aMyzQB32

5. 3 Relevant Links

This article emphasises how inaction and underinvestment in IT resilience
seriously impact patient care, operational continuity, and safety in the
face of the growing threat of cyberattacks and technical outages in the
healthcare industry.

https://www.mckinsey.com/industries/healthcare/our-insights/tech-
resilience-for-healthcare-providers-inaction-has-a-heavy-toll?
utm_source=chatgpt.com

To ensure patient care continuity even in the event of cyberattacks, the
article highlights the importance of healthcare organisations prioritising
cyber resilience. This can be achieved by going beyond prevention to
readiness through coordinated recovery planning and strong
infrastructure.

https://www.rubrik.com/blog/company/25/7/cyber-resilience-in-
healthcare-preparing-for-the-inevitable-attack?utm_source=chatgpt.com

In May 2021, Ireland’s Health Service Executive (HSE) fell victim to a
devastating Conti ransomware attack that shut down IT systems
nationwide—crippling healthcare services, exposing sensitive data, and
prompting a protracted recovery involving pen-and-paper fallback and a
deep post-incident review.”

https://en.wikipedia.org/wiki/Health Service Executive _ransomware_attac
kK?utm_source=chatgpt.com
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https://www.mckinsey.com/industries/healthcare/our-insights/tech-resilience-for-healthcare-providers-inaction-has-a-heavy-toll?utm_source=chatgpt.com
https://www.mckinsey.com/industries/healthcare/our-insights/tech-resilience-for-healthcare-providers-inaction-has-a-heavy-toll?utm_source=chatgpt.com
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