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1. Definition
It refers to the broad range of information and communication technologies
(ICTs) to support and enhance all phases of healthcare, including prevention,
diagnosis, treatment, and management. It encompasses digital tools, health
data usage, and connected devices1.
2. General importance
Digital health technologies increase access to care, particularly in remote
areas. They increase efficiency through automation, cut costs by reducing
hospital visits, and empower patients to manage their own health with real-
time monitoring and data-driven insights. Digital health can also utilise AI as
an efficient tool. It enables early diagnosis and personalised treatment,
encouraging sustainability in the healthcare system. 

Nevertheless, digital health also involves some risks that cannot be ignored.
As cyberattacks on security increase, sensitive patient information may
become a target for these criminal groups. Furthermore, some patients with
limited access to the internet or low digital literacy may suppose a digital
divide3. 

3. Importance in health and care, and impact in quality of care
By enabling physicians to monitor the conditions of long-term patients from a
distance, eHealth and digital health promote continuity of care. Higher levels
of digital health literacy among older adults are associated with better quality
of life because they encourage healthy habits and empower self-care,
highlighting the significance of digital inclusion3. Nowadays, tools like
telehomecare and remote patient monitoring enable chronic disease
management at home, reducing hospitalisation and improving continuity of
care4.

However, an excessive dependence on technology may result in fewer in-
person encounters, which impacts empathy and the relationship between
patients and providers. It might also imply that technical malfunctions could
jeopardise lives and disrupt care continuity5. 

4. What can I do as a healthcare professional?
Embrace digital tools to improve patients' access, especially for the elder
population.
Take part in training and keep up with how to use digital tools to reduce
errors and enhance patient care.
Prioritise patients’ security and data privacy by ensuring safe and ethical
use of health technologies.
Always keep updated for innovations in digital healthcare.



What is Digital Health?

https://youtu.be/9mZ61Ya-RVY?si=7DE1vhr_uWNJtk4Q

Healthcare Technology Trends 2025: AI Benefits, Wearable Use Cases and Telehealth
Expansion

https://youtu.be/8OWdxCJcQVE?si=KHXoB2v6Pxj6z79-
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5. More information

5.1 Learning Materials

5.2 Relevant Videos
This video explains that digital health is the integration of technologies
such as pharmacy systems, electronic health records, and clinical systems
in aged care, modernising how care is delivered and managed.

The video explores emerging digital healthcare trends for 2025, showcasing
how AI, wearable tech, and telehealth are reshaping clinical workflows,
enabling remote monitoring, and improving patient care.

The video explores emerging digital healthcare trends for 2025, showcasing
how AI, wearable tech, and telehealth are reshaping clinical workflows,
enabling remote monitoring, and improving patient care.

Cybersecurity for your sector (JGT-1)
An article exploring the current state of cybersecurity in healthcare.
(IST-36)
An infographic on security and cybersecurity devices used in different
healthcare settings. (IST-38)
An overview of cybersecurity in healthcare, focusing on the role of AI
and its regulatory framework. (IST-39)
Educational project on safe and responsible digital use. (IST-41)
Digital Identities - With Security in Mind (BBS-25)
Research paper on Cybersecurity and critical care staff: A mixed
methods study (PRAMMER-29)
Cyber-attacks are a permanent and substantial threat to health
systems: Education must reflect that (PRAMMER-32)
Systematically Applying Gamification to Cyber Security Awareness
Trainings: A framework and case study approach (PRAMMER-35)

https://youtu.be/9mZ61Ya-RVY?si=7DE1vhr_uWNJtk4Q
https://youtu.be/8OWdxCJcQVE?si=KHXoB2v6Pxj6z79-
https://docs.google.com/document/d/1mHnr9ggOSCrBJtwbAafkNpSgnL4Bqj8XOEukqAdIKWw/edit?tab=t.0
https://docs.google.com/document/d/1SwqTDOTQ6MRziQQN6mJEUEsRCYnJPScW/edit
https://docs.google.com/document/d/1SwqTDOTQ6MRziQQN6mJEUEsRCYnJPScW/edit
https://docs.google.com/document/d/1z9JEAaM_k0Ci1Lif1uIXr4kvsbbloe80/edit
https://docs.google.com/document/d/1z9JEAaM_k0Ci1Lif1uIXr4kvsbbloe80/edit
https://docs.google.com/document/d/1ezPoMBS6XXsNLct_EYV8iMpWNLgRw4Fe/edit
https://docs.google.com/document/d/1ezPoMBS6XXsNLct_EYV8iMpWNLgRw4Fe/edit
https://docs.google.com/document/d/1z_sA0Yg1q7VXYlDF4YQ_hz0s0yPkbDrw/edit
https://docs.google.com/document/d/1IKmEKMz9qPEUdCUOxpy5oWntpfdiNz7w/edit
https://docs.google.com/document/d/1F883WcVCXBCmBMP6lrxAq6oFMR2Wxbrea_ZdtcHlkxE/edit?tab=t.0
https://docs.google.com/document/d/1F883WcVCXBCmBMP6lrxAq6oFMR2Wxbrea_ZdtcHlkxE/edit?tab=t.0
https://docs.google.com/document/d/1uCFDLC7wHjlGUaPcKTSk_yc18taFpU6KG1OzF52Repk/edit?tab=t.0
https://docs.google.com/document/d/1uCFDLC7wHjlGUaPcKTSk_yc18taFpU6KG1OzF52Repk/edit?tab=t.0
https://docs.google.com/document/d/1VkR_HVIx8G4gK_a-dhde5HCgYO40SSINNF1UP9iezhc/edit?tab=t.0
https://docs.google.com/document/d/1VkR_HVIx8G4gK_a-dhde5HCgYO40SSINNF1UP9iezhc/edit?tab=t.0


5. 3 Relevant Links

The world's largest virtual hospital provides remote care across 224
facilities through video consultations and digital monitoring in 44
specialities, increasing access, lowering costs, and improving patient
outcomes. Similar virtual models are emerging in Spain and Ireland.
https://www.ft.com/content/104151c3-f808-4c2d-a20a-b1394846772c

NHS virtual wards enable patients to receive hospital-level care from
home via devices such as blood pressure monitors and tablets. This
model reduces bed occupancy, accelerates recovery, and relieves
healthcare system pressures.
https://www.theguardian.com/society/2024/feb/07/how-virtual-nhs-
wards-now-reality

This UK-based, tech-driven home-care provider reduced hospitalisation
by 52%, predicted 80% of admissions 7 days in advance, and improved
medication adherence in elderly patients through digitally enabled care.
https://en.wikipedia.org/wiki/Cera_Care

3

6. Bibliography

eHealth - digital services in health and care | Shaping Europe's digital future,
fecha de acceso: agosto 13, 2025, 
https://digital-strategy.ec.europa.eu/en/policies/ehealth

Digital Health: Introduction - classification - impact: 1. Introduction | EUPATI
Open Classroom. (s. f.). https://learning.eupati.eu/mod/page/view.php?id=975

Liu, S., Lu, Y., Wang, D., He, X., Ren, W., Kong, D., & Luo, Y. (2023). Impact of
digital health literacy on health-related quality of life in Chinese community-
dwelling older adults: the mediating effect of health-promoting lifestyle.
Frontiers In Public Health, 11.
 https://doi.org/10.3389/fpubh.2023.1200722

Wikipedia contributors. (2025a, julio 18). Telehomecare. Wikipedia.
https://en.wikipedia.org/wiki/Telehomecare

Kalaf, R. (2025, 5 marzo). «Virtual hospitals» deliver home treatment to remote
patients. Financial Times.
 https://www.ft.com/content/104151c3-f808-4c2d-a20a-b1394846772c

https://www.ft.com/content/104151c3-f808-4c2d-a20a-b1394846772c
https://www.theguardian.com/society/2024/feb/07/how-virtual-nhs-wards-now-reality
https://www.theguardian.com/society/2024/feb/07/how-virtual-nhs-wards-now-reality
https://en.wikipedia.org/wiki/Cera_Care
https://digital-strategy.ec.europa.eu/en/policies/ehealth
https://learning.eupati.eu/mod/page/view.php?id=975
https://doi.org/10.3389/fpubh.2023.1200722
https://en.wikipedia.org/wiki/Telehomecare
https://www.ft.com/content/104151c3-f808-4c2d-a20a-b1394846772c


This project has been co-funded with support from the European
Commission. This publication [communication] reflects the views only
of the author, and the Commission cannot be held responsible for any
use which may be made of the information contained therein.

E S C A P E .  P r e p a r i n g  h e a l t h c a r e  p r o f e s s i o n a l s  f o r  c y b e r a t t a c k s
P r o j e c t  N o . 2 0 2 3 - 1 - E S 0 1 - K A 2 2 0 - V E T - 0 0 0 1 5 1 5 3 6


